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NOTES ON DATABASE INTEGRITY

Database integrity is concerned with the accuracy, correctness, and validity of data in a database.  It involves ensuring that the data manipulation operations done on the database by authorized database users are correct, and that they do not change the consistency and validity of data.

The function of the integrity subsystem is to guard the database against invalid data changes, and/or to help detect such invalid changes and correct them.

There are two methods that can be used to avoid inconsistent database states:

1. The prevention method ascertains that an impending database modification (insertion, deletion, or update) does not produce an incorrect database state before it is allowed to proceed, and prevents the execution of any modification that would violate the database consistency.

2. The detection method, on the other hand, allows modifications to take place, and subsequently verifies the consistency of the new database state, detecting incorrect data and the modification that causes inconsistency, if any.

A correct database state is one that satisfies a number of rules pertaining to database integrity.  Such rules are called integrity constraints.

The integrity subsystem of the DBMS should be provided with a collection of integrity constraints such that it can help enforce them.  Such integrity constraints form a constraint base.  An integrity constraint base contains many different types of constraints.

An integrity constraint that is enforced by the DBMS is an implicit integrity constraint.  Otherwise, it is an explicit integrity constraint.
Implicit integrity constraints constitute the basis for the prevention method.  Explicit integrity constraints are used in the detection method.
Classification of Integrity Constraints

1. State constraints (static constraints)

a) Structural constraints (for relational systems)

(i) Domain type integrity constraints

(ii) Domain range integrity constraints

(iii) Nonnull integrity constraints

(iv) Unique key integrity constraints

(v) Referential integrity constraints

b) Behavioral integrity constraints

(i) Functional dependency constraints

(ii) Aggregate dependency constraints

(iii) Inclusion dependency constraints

(iv) Equational dependency constraints

(v) General semantic integrity constraints

2. Transition constraints (dynamic constraints)

A state constraint (also known as a static constraint) is a constraint on a given database state, and ensures the consistency of that database state.  In other words, a database state is consistent if it satisfies all relevant state constraints.

A transition constraint (or a dynamic constraint) is one on the transition from one database state to another due to insertion or update operations.  Such a constraint ensures that the new state after modifications is correct relative to the previous state.  In database applications, the majority of integrity constraints are state constraints.

State constraints can be structural or behavioral.

Structural Integrity Constraints

A structural integrity constraint is one that is inherent in a database model, and it expresses a specific semantic property of its basic data structures.

Structural constraints for relational systems are classified as follows:

(i) Domain type integrity constraints

(ii) Domain range integrity constraints

(iii) Nonnull integrity constraints

(iv) Unique key integrity constraints

(v) Referential integrity constraints

Domain Type Constraints

A domain type constraint specifies the domain type and operations for values of an attribute in a relation.

Example: The FACULTY.salary is of type integer.

In SQL: In the CREATE TABLE statement, 

salary integer, …
Domain type constraints are defined using data definition languages, and are automatically enforced by DBMSs.  Therefore, they are part of the implicit constraints of the data model.

Domain Range Constraints

A domain range constraint restricts possible values of an attribute to a subset of its domain.

Example 1: STUDENT.sex may be either 'f' or 'm'.
Oracle/SQL feature:

sex char(1) check(sex in ('f', 'm')),

Example 2: FACULTY.salary must be in the range of $20,000 through $100,000.
Oracle/SQL feature:

salary integer check(salary between 20000 and 100000)
The data definition languages of most existing DBMSs are incapable of defining domain range constraints.  For such DBMSs, domain range constraints can be expressed as explicit constraints.

Nonnull Constraints

A nonnull constraint indicates that for a given attribute the null value is not admissible.  Any attribute that is part of a primary key of a relation should not be allowed to assume null values.

Example 1: STUDENTS.sidno may not have null values.

Example 2: STUDENTS.sex may not have null values.

Example 1 is expressible in SQL as:

create table students

(sidno char(4) not null,

 name char(15), ...

and is, therefore, an implicit constraint.

Unique Key Constraints

A unique key constraint specifies that a relation has a nonnull primary key consisting of one or more attributes.

Example: STUDENTS.sidno is the primary key for the relation STUDENTS.

In standard SQL, a unique key constraint is declared as follows:

For primary keys:

sidno char(4) primary key

also, for candidate keys:

name char(20) unique

However, not all versions of SQL-based DBMSs allow unique key constraint declaration using the DDL.  In such cases, it is possible to implement unique key constraints using relational query languages.

Example: Given STUDENT(sidno, name, major)

Define the unique key integrity constraint as a view:

create view student_unique_key_constraint

as select *


from student s1, student s2


where s1.sidno = s2.sidno


and s1.name != s2.name;

For a correct database, this view produces an empty relation when it is run.

Referential Integrity Constraints

A referential integrity constraint declares that an attribute in a relation (called a foreign key) is used as a primary key in another relation, and therefore, its values in the first relation should either be null or should match some value of the corresponding primary key attribute in the latter relation.

Example: STUDENTS.advisor_sidno is a foreign key with respect to FACULTY.fidno.
In some dialects of SQL, referential integrity constraints are declared using data definition languages.

advisor_idno char(4) references faculty(fidno)
Although referential integrity constraints are significant in the relational model, most available relational DBMSs do not directly support them, and they must be declared explicitly using an appropriate constraint manipulation language.

Example: For the database:

FACULTY (fidno, …, dept, salary)

STUDENT (sidno, …, advisor_idno)

create view foreign_key_in_student

as select sidno


from student


where advisor_idno is not null


and advisor_idno not in



(select fidno



from faculty);

Behavioral Semantic Integrity Constraints

Behavioral semantic integrity constraints are almost never supported directly by DBMSs, and hence, they are explicit.  Such constraints include:

(i) Functional dependency constraints

(ii) Aggregate dependency constraints

(iii) Inclusion dependency constraints

(iv) Equational dependency constraints

(v) General semantic integrity constraints

Functional Dependency Constraints

A functional dependency constraint specifies a functional dependency of an attribute set on another attribute set in a relation.

Example: The attribute FACULTY.dept determines uniquely the attribute FACULTY.school.

Aggregate Dependency Constraints

An aggregate dependency constraint places a bound on the values of an aggregate function in a relation.

Example: The sum of all faculty members in the college must not exceed 800.

Example: The maximum faculty salary in a department cannot be greater than the salary of the department chair.

For the database:
FACULTY(fidno, …, dept)

DEPARTMENT (dept_name, chair_idno, …)

create view faculty_salary_constraint

as select d.dept_name

from department d, faculty f


where d.chair_idno = f.fidno


and f.salary <



(select max(salary)



from faculty f1



where f1.dept = d.dept_name);
Inclusion Dependency Constraint

An inclusion dependency constraint specifies that a column of a relation is a subset of some column of another relation.

Example: The set of STUDENT.major column values is a subset of the set of FACULTY.dept column values.

Equational Dependency Constraints

An equational dependency constraint enforces equality or inequality of two arithmetic expressions computed from relations using attribute values or functions of attribute values.

Example: DEPARTMENT.total_faculty for each department must be equal to the sum of DEPARTMENT.pt_faculty and the number of full-time faculty as computed from the relation FACULTY.

General Semantic Integrity Constraints

There are many other database state constraints that either reflect an enterprise rule or a fact specific to a database, and do not belong in any of the above categories.  For lack of a better term, we shall call such constraints general semantic integrity constraints.

Example 1: A student's advisor is necessarily affiliated with that student's department of major.

Example 2: There are no male professors in the department of nursing.

Example 3: All full professors are tenured.

Example 4: A department chair's salary is always greater than the salaries of all faculty in the department.

Example 5: All junior and senior students must have advisors.

Transition Constraints

Example 1: A student's updated year value must always be larger than his/her previous year value.

Example 2: A faculty member's updated salary value may not be less than the previous salary value.

